
 

 

 

 

 

 

 

 

 

 

Core Features of Xarios Call Recording 

 

 

 

 

 

 

 

 
 

 

 



Xarios v3.1 call recorder is available as a trunk or extension side call recorder integrating with the 

Mitel MiVoice Office 250 and the Mitel Phone Manager suite of products to provide a seamless 

integrated solution for your business. 

 

 

 

Core Features of Xarios Call 

Recording  

RECORDING 

All calls that go through your telephone 

system, outbound and inbound, can be 

recorded and stored. Depending on how your 

telephone system is configured, this can 

include other offices, remote workers and 

home workers. 

CALL SEGMENTATION  

Often, calls are routed around an organisation; 

transferred to people and departments. Xarios 

Call Recorder identifies each part of the call as 

a segment. Segments can be quickly found and 

replayed. Once identified, individual segments 

can be stored separately or discarded. 

SECURE & COMPLIANT  

All recordings are made using the AES-256 

encryption standard and contain an anti-

tamper digital signature meaning that all 

Xarios recorded calls are admissible in court if 

needed. 

ACCOUNT CODE RECOGNITION  

Organisations may use account or reason 

codes during the customer interaction 

process. Xarios Call Recorder can identify the 

use of these codes in the conversation, 

allowing the user to quickly identify the 

relevant part of the call and replay it instantly.  

SCALABLE AND NETWORKABLE  

Xarios Call Recorder is network based and is 

infinitely scalable allowing you to; add more 

users at a single site, add other sites and 

incorporate remote and home workers giving 

a single call recording solution across your 

entire estate. 

ACCESS ANYWHERE  

Access to recorded calls is via a standard 

browser, no special software is needed. 

Authorised users can access the recorded calls 

from anywhere that they can establish a 

connection to your network. The recorded 

calls that a user can view are determined by 

the individual permissions assigned to each 

user. 

ARCHIVE AND BACKUP  

The secure recorded voice files can be stored 

off-site or in a secure hosted environment as 

part of your normal business continuity regime 

or treated separately. 

 

 

Overview 
 
The system requires specific information and requirements to be met for any installation. Read each 
of the sections and ensure that the information requested is available prior to an installation. 

1. System Requirements  
2. Client Requirements  
3. Network Configuration  
4. Anti-Virus Recommendations  
5. Email Details  
6. Users & Business Units  
7. Recording Strategy  

8. Telephone Number Prefixes  
9. PBX Integration  
10. Call Archiving  
11. Backups  
12. Cabling Requirements 

 

http://callrecorder.xarios.com/help/default/Basic%20Requirements.html#SystemRequirements
http://callrecorder.xarios.com/help/default/Basic%20Requirements.html#ClientRequirements
http://callrecorder.xarios.com/help/default/Basic%20Requirements.html#NetworkConfiguration
http://callrecorder.xarios.com/help/default/Basic%20Requirements.html#AntiVirus
http://callrecorder.xarios.com/help/default/Basic%20Requirements.html#EmailDetails
http://callrecorder.xarios.com/help/default/Basic%20Requirements.html#UsersAndBusinessUnits
http://callrecorder.xarios.com/help/default/Basic%20Requirements.html#RecordingStrategy
http://callrecorder.xarios.com/help/default/Basic%20Requirements.html#TelephonePrefixes
http://callrecorder.xarios.com/help/default/Basic%20Requirements.html#PBXIntegration
http://callrecorder.xarios.com/help/default/Basic%20Requirements.html#CallArchiving
http://callrecorder.xarios.com/help/default/Basic%20Requirements.html#Backups
http://callrecorder.xarios.com/help/default/Basic%20Requirements.html#CableRequirements


System Requirements  

The recording servers must meet the minimum operating system requirements described here. The 
minimum recommended hardware requirements are also shown. 

Operating Systems 

 Windows 2003 with Service Pack 2 32-bit  
 Windows 2003 R2 with Service Pack 2 32-bit  
 Windows 2008 R2 with Service Pack 2 64-bit  
 Windows 7 Professional 32-bit  
 Windows 7 Professional 64-bit  

 

The Server Core installation option for either Windows 2008 or Windows 2008 R2 are not supported. 

 

Hardware Recommendations 

The minimum recommended hardware is dependent on the type of calls that are to be recorded. The 
server should have a RAID1 disk drive partition for the operating system and application files and a 
separate RAID1 partition for the call recordings. 

The amount of calls to be recorded and how long they are to be kept will determine the actual 
amount of disk space required for the calls. 

Devices Configuration CPU Memory Hard disk 
0-120 Single Server (no Speech 

Analytics) 
1 dual core Intel Xeon @ 
2.67 GHz 

4GB RAID1 – 72 GB 
RAID1 – 72 GB 

120-240 Single Server (no Speech 
Analytics) 

2 dual core Intel Xeon @ 
2.67 GHz 

8GB RAID1 – 72 GB 
RAID1 – 144 GB 

0-120 Single Server (with Speech 
Analytics) 

2 dual core Intel Xeon @ 
2.67 GHz 

8GB RAID1 – 72 GB 
RAID1 – 144 GB 

120-240 Dual Server (with Speech 
Analytics) 

2 dual core Intel Xeon @ 
2.67 GHz 

8GB RAID1 – 72 GB 
RAID1 – 144 GB 

 

Virtualization Environments 

The recording servers support virtualised environments only when recording devices that do not 
require any specific hardware. The table below shows the supported configurations. 

Device Type Supported?  
ISDN Trunks 

 
Analogue Trunks 

 
Basic Rate ISDN Trunks 

 
SIP Trunks 

 
Mitel SRC Devices 

 

 

 



The following virtualization environments have been tested and are supported. 

Environment  Supported?  
VMWare ESXi v4.1 

 
VMWare ESXi v5.02 

 
 

 
Client Requirements  

The system is managed and accessed through a web browser. The following web browsers are 
currently supported. 

Browser Version Plugins 
Microsoft Internet Explorer 8, 9, 10 Windows Media Player v10 
Mozilla Firefox 11 - 23 Windows Media Player Plugin 

 

Network Configuration  
 
The servers require a 100MB/1GB LAN connection that has access to the network where the 

telephone system is located and to the users who will require search and playback access. If the 

server is installed into a Microsoft Active Directory environment then it can be added to the domain 

and this should be done before the recorder is made operational by the customers IT administrator. 

 

 

Custom Active Directory Group Policies can adversely affect the system and they should be 

tested before going live. 

 

To enable users to easily access the recorder a 
valid DNS entry should be created that can 
then be used when browsing to the site, for 
example http://callrecorder. 

The following firewall ports need to be 
allowed into the system. Depending on the 
features and system configuration some of 
these may not be required. 

 

Application Name Direction Port 
Website access HTTP Inbound TCP 80 
Secure website access HTTPS/SSL Inbound TCP 443 
FTP FTP Inbound TCP 20/21 
LogMeIn HTTP & HTTP/SSL Outbound TCP 80 & TCP 443 
SQL Server SQL Server Inbound/Outbound TCP 1433 
Communication Gateway XCG Inbound TCP 8088 
Communication Server WCF Inbound/Outbound TCP 8089 

See the PBX manufacturers engineering guidelines for more detailed information. 

Mitel OAI OAI Outbound TCP 4000 
Mitel MiTAI MiTAI Outbound TCP 8000 & TCP 

8001 
Mitel SRC SRC Inbound IP 49152 - 65535 
Mitel SRC Connection to MBG Outbound TCP 6810 
Mitel SRC Voice streams from MBG Inbound UDP 30000-40000 
Shoretel (See DVS requirements)    

 

http://callrecorder/


Anti-Virus Recommendations  

Anti-virus software can be installed onto the servers, but the following exclusions must be configured. 

 

If a support issue is raised then the removal of the anti-virus may be required to aid in any 

diagnostics. 

For all servers: 

 Exclude the recorder logs  
o %ProgramFiles%\Xarios\Xarios 

Call recorder \ Logs \ 
CallRecorder \ logs  

o File extensions to exclude: 
*.log  

For servers with the recording role: 

 Disable real time / on demand 
scanning  

 Exclude the recordings & speech index 
paths (default paths shown)  

o D:\Recordings  
o D:\SpeechIndexes  
o Local <Archive Location>  

 Exclude voice card   
o C:\ShCti  

 Windows Firewall  
o If recording SIP / VoIP then 

any Firewall needs to be 
disabled  

For servers with the website role: 

 Microsoft IIS 7.0 Server  

o Web Server log files should be 
excluded from scanning. By 
default, IIS logs are saved in 
C:\inetpub\logs.  

For servers with the database role: 

 Disable real time / on demand 
scanning  

 Microsoft SQL Server 2008 R2  
o %ProgramFiles% \ Microsoft 

SQL Server \ MSSQL \ Data  
o File extensions to exclude: 

*.mdf,*.ldf, *.ndf, *.bak, 
*.tm  

 %ProgramFiles%\Microsoft SQL Server 
\ <instance name> \ SQLServr.exe 

 %ProgramFiles% \ Microsoft SQL 
Server \ MSSQL10_50.<Instance 
Name> \ MSSQL \ Binn \ 
SQLServr.exe  

 %ProgramFiles% \ Microsoft SQL 
Server \ MSSQL10_50.<Instance 
Name> \ Reporting Services \ 
ReportServer \ Bin \ 
ReportingServicesService.exe  

 %ProgramFiles% \ Microsoft SQL 
Server \ MSSQL10_50.<Instance 
Name> \ OLAP \ Bin \ MSMDSrv.exe  

 

Email Details  

The system uses email as a key alert, notification and messaging system and needs to be configured 
correctly. There are 3 main areas where email is used: 

1. Internal Monitoring: There is an internal monitoring system that can report any potential 
problems or issues when they occur and the system can also send out emails to alert the 
administrator about these problems. For example the recorder will email an alert out on low 
disk space and without having the email configured this would not be sent and then 
recordings could be lost.  

2. New account details and password reminders for users.  
3. Emailing of call recordings.  



 

Configuring email is a mandatory requirement and without this the system will generate alerts 

until this is made available. 

 

See the Email & SMTP section for details. 

 

 

Users & Business Units  

The system uses the concept of Users to 
control security and access to the call recorder 
and to tag against calls to be able to search 
and playback. 

Each User can have a single agent id and/or 
multiple extensions associated with the User. 
When a call is handled by this agent/extension 
the User is tagged against this call. 

Users can either be created manually or 
automatically whenever a new 
agent/extension is created. This needs to be 
determined before installation to ensure that 
all calls are tagged correctly. 

See the Users & Business Units section for 
details. 

Recording Strategy  

The system can be configured in two different 
modes depending on what is required to be 
recorded. The default setting, Record 
everything, records all calls that are connected 
to the system. The second option, Rules based 
recording, uses recording rules that enforce 
complex constraints on which recordings are 
kept. The rules can evaluate multiple 
properties of a recording at once to determine 
if it should be kept. 

The Recording Rules works with the Inclusion 
List and Exclusion List using the following 
rules: 

If Recording Rules are enabled, then by default 
no calls will be recorded. You must create a 
rule or add an item to the Inclusion List to 
allow anything to be recorded. Calls which 
match one or more of the enabled rules will be 
recorded. ALL criteria for a particular rule must 
be satisfied in order to match that rule. 

Exclusion Lists: The Exclusion List is 
used to discard certain recordings. 

If a call matches ANY field within the exclusion 
list, the recording will NOT be kept. This list 
takes precedence over Recording Rules. If a 
rule is matched in Recording Rules, but is then 
matched in the Exclusion List, the recording 
will not be kept. 

Inclusion List: The Inclusion List 
overrides any other rules. 

If a call matches any field specified in the 
Inclusion List, it will ALWAYS be recorded. A 
call which does not match a Recording Rule, or 
appears in the Exclusion List will still be kept if 
it matches an Inclusion List rule. 

See the Recording Rules section for details. 

 
 
 
 
 
 

Telephone Number Prefixes  

When a call is recorded the outside number (caller ID or dialled number) and the inbound direct dial 
number can be tagged against the call. The numbers that are recorded may not contain all the digits 
expected or show extra digits that are not required. 

http://callrecorder.xarios.com/help/default/Email.html
http://callrecorder.xarios.com/help/default/Users%20&%20Business%20Units.html
http://callrecorder.xarios.com/help/default/Inclusion%20List.html
http://callrecorder.xarios.com/help/default/Inclusion%20List.html
http://callrecorder.xarios.com/help/default/Exclusion%20List.html
http://callrecorder.xarios.com/help/default/Inclusion%20List.html
http://callrecorder.xarios.com/help/default/Recording%20Rules.html


 For outbound calls the dialled number may contain LCR (least cost routing) digits if this is 
used by the customer.  

 For outbound calls the number may not have the local area code dialled if this was not 
dialled when the call was made.  

 For inbound calls the direct dial number may only contain the last 4 or 6 digits depending on 
how many digits that the line provider sends. The missing digits can be prefixed to each call  

See the Dial Patterns section for details. 

 

 

PBX Integration  

The system can integrate with the PBX system 
that has the devices attached to provide extra 
information to tag against the call record. 
Depending on the type of PBX different steps 
will need to be performed. 

See the Phone Systems section for details. 

Call Archiving  

The system can support archiving calls to 
either network based storage and/or DVD-
RAM. Up to 5 separate archive locations can 
be used and calls can either be spread 
between them or duplicated across for 
redundancy and backup. 

The DVD-RAM can only be configured in one 
primary archive location. 

The recorder will need a valid Windows user 
account, password and domain to be 
configured to successfully access the archive 
location if this is network based. 

See the Call Archiving section for details. 

Backups  

The system stores all of the information 
relating to the calls and the configuration of 
the recorder in a Microsoft SQL Server 
database installed on the server with the 

Database role. The system will back up the 
database every night to a user defined 
location. This needs to be set to location that 
is NOT on the server itself. 

If the database fails or becomes corrupted and 
this backup is available then the database can 
be easily be restored. If the database backup is 
not available then the call information may be 
permanently lost – this would result in the 
inability to be able to search and playback ANY 
recordings. 

See the Database Maintenance section for 
details. 

Cabling Requirements  

For TDM trunk line recording the maximum 
tap length must not exceed 10 meters and 
must not pass through any kind of patch panel. 

For VoIP recording then the recorder server 
and the tap connection must be connected to 
the same LAN using at least a 100MB full 
duplex connection. 

Mitel MiVoice Office (5000) 
Requirements 
Collapse All Expand All  

Getting Started > Basic Requirements > Mitel 
MiVoice Office (5000) Requirements 

 

 

 

 

 

 

http://callrecorder.xarios.com/help/default/Dial%20Patterns.html
http://callrecorder.xarios.com/help/default/Phone%20Systems.html
http://callrecorder.xarios.com/help/default/Call%20Archiving.html
http://callrecorder.xarios.com/help/default/Database%20Maintenance.html
http://callrecorder.xarios.com/help/default/Getting%20Started.html
http://callrecorder.xarios.com/help/default/Basic%20Requirements.html


Overview 

The system can connect to a Mitel MiVoice Office (5000) telephone system. Follow the procedures 
below to provide the required information for a successful implementation. 

1. Meet System Requirements.  
2. Set up System Administration access.  
3. Document trunk configuration.  
4. Ongoing Maintenance  

 

 

Meet System Requirements  

The following Mitel MiVoice Office (5000) versions are currently supported: 

 Call Processing Version 5.1.0.20  

The following recording devices are supported: 

 Primary Rate Interface (PRI)  
 Basic Rate Interface (BRI)  
 Analogue  
 SIP Trunk (using SIP Peers)  

The following configuration is supported: 

 Multi node via the use of a Mitel CT Gateway.  
 Individual connections to multiple Mitel MiVoice Office (5000)s are not supported.  
 Unique numbering plan across all nodes.  

Set up System Administration access  

Access to the Mitel MiVoice Office (5000) System Administration is a requirement for installation. A 
System Account is required and can be created as shown. 

 

 

If a System Account cannot be created then an engineer with access to the DB Programming must 

be available at the time of installation. 

 
 
 
 

http://callrecorder.xarios.com/help/default/Mitel%205000%20Requirements.html#Reqs
http://callrecorder.xarios.com/help/default/Mitel%205000%20Requirements.html#Admin
http://callrecorder.xarios.com/help/default/Mitel%205000%20Requirements.html#Trunk
http://callrecorder.xarios.com/help/default/Mitel%205000%20Requirements.html#Maintenance


Document trunk configuration  

When recording trunk lines the details of the PBX trunk configuration needs to be provided. The 
following details are required: 

 Bearer Location: The details of the physical cable that the line is presented on, to enable the 
engineer to identify this on installation. This can be the slot number and port on the PBX.  

 Line Type: The type of trunk line to be recorded, this can be either: ISDN30 (PRI), Basic Rate 
(BRI), Analogue or SIP Peer.  

 PBX Node: The PBX node number the trunk line is connected to.  
 Starting Trunk: The starting trunk number that is programmed onto the PBX for this line.  
 Ending Trunk: The ending trunk number that is programmed onto the PBX for this line.  

Ongoing Maintenance  

The system relies on the device information configured on the recorder and on the Mitel MiVoice 
Office (5000) system to be kept up to date. Without this calls may not be recorded or tagged with the 
correct information. 

Any programming changes that are made to any of the Mitel MiVoice Office (5000) nodes will be 
picked up automatically and no manual changes are required unless they are to do with the trunk 
numbering and then this needs to be manually updated. 

 

 

Dashboard 

Overview 

To enable the current status of the recording solution to be monitored a Dashboard view is provided 
to show key indicators of the systems health. The Dashboard view is the default page that is opened 
when a user with View Dashboard security privilege logs into the website. 

There are 2 types of Dashboard: 

 Site Dashboard  

 Server Dashboard  

 

 

 Overview 
 The site dashboard enables activity over the entire system to be show to provide key 

indicators of the systems health and a historical log of events. There are 3 tabs that provide 
information on the status of the site. 

 Alerts  
 The Alerts tab shows important events that have happened throughout the system and 

require some action to be taken. In the example shown the CTI link to the PBX has failed and 
this will prevent the call information been tagged against any recordings. 

http://callrecorder.xarios.com/help/default/Security%20Profiles.html
http://callrecorder.xarios.com/help/default/SIte%20Dashboard.html
http://callrecorder.xarios.com/help/default/Server%20Dashboard.html


 

 

The alerts are shown until they have been cleared by a user by clicking on the clear link or the 

Clear All button to clear all current alerts. 

 

 Events  
 The Events tab historically records key events that have happened in the system. This 

includes when key services have been stopped and started, failures to connect to a PBX 
connection etc. 

 

 Activity  
 The Activity tab displays a real time indication of the state of the devices that are currently 

being recorded and a usage graph to show previous activity. 



 

 See Also 
 Dashboard 

 

Server Dashboard 
Collapse All Expand All  

Dashboard > Server Dashboard 

Overview 

The server dashboard enables the status of each server 
within the site to be monitored. To display the status of a 
specific server select the entry from the Sites & Servers 
navigation bar as shown. 

 

The System Warnings section shows the status of each component of the server using a traffic light 
system of colours to indicate the current status: 

  Green indicates that everything is running ok  
  Amber indicates a non-critical warning  
  Red indicates immediate attention is required  
  Unlit indicates the component is not configured or unavailable  

The Drive Information section at the bottom shows the amount of free disk space available for each 

drive in the server. This includes any locally attached drives and any archive destinations that have 

been configured. 

http://callrecorder.xarios.com/help/default/Dashboard.html
http://callrecorder.xarios.com/help/default/Dashboard.html


 

Overview 

Searching and playback of recordings is performed from the Recordings section. This can be accessed 
from the Recordings option on the navigation bar. 

 

 

Recordings 

 

The left hand side has the filtering options that control what calls are displayed on the grid on the 
right. The calls can be filtered down by: 

 Date Range - the date range option is shown above the grid and provides easy access to 
modifying the date range of the calls.  

 Business Unit Filters - the business unit that the User who handled the call is assigned to.  
 Saved Filters - these are filters that have been created and saved by a User for common 

conditions.  
 Additional Filters - these are ad hoc conditions that need to be added each time. 

http://callrecorder.xarios.com/help/default/Date%20Range.html
http://callrecorder.xarios.com/help/default/Business%20Unit%20Filters.html
http://callrecorder.xarios.com/help/default/Saved%20Filters.html
http://callrecorder.xarios.com/help/default/Additional%20Filters.html


 

When using filtering each of the options can be used together and the conditions within each filter 

option will be combined together. 

The right hand side shows the list of calls that match the filters that are currently selected, see 
the Recordings Grid section for more details. 

 
 

Recordings Grid 

Overview 

The recordings grid shows all the calls that match the current Users Date Range, Business Unit Filters, 
Saved Filters, Additional Filters combined with the current users Access Filters. 

 

 

 

Each row on the grid shows either a single call or an aggregate call if a call has been segmented. See 
the Segmentation Overview  section for more details. 

The columns displayed on the grid can be added or removed to show different information based 
upon Users preferences. To change the columns displayed right click on the grid and select 
Add/Remove Columns from the menu. If there is a next to the column name then it is already 
displayed. 

 

The list of available columns is divided into Basic, Advanced and Customer Details options. 

 

http://callrecorder.xarios.com/help/default/Recordings%20Grid.html
http://callrecorder.xarios.com/help/default/Date%20Range.html
http://callrecorder.xarios.com/help/default/Business%20Unit%20Filters.html
http://callrecorder.xarios.com/help/default/Saved%20Filters.html
http://callrecorder.xarios.com/help/default/Additional%20Filters.html
http://callrecorder.xarios.com/help/default/Access%20Filters.html
http://callrecorder.xarios.com/help/default/Segmentation%20Overview.html


Basic Options 

Answered The date and time the call was answered. 

Call Type Internal or External. 

Categories The list of call categories that have been assigned. 

DDI The direct dial number. 

Duration The duration of the call. 

Ended The date and time the call ended. 

Endpoint The endpoint number. 

Endpoint Name The endpoint name. 

Outside number The dialled number or caller id. 

Ring Time The amount of time the call was ringing. 

Started The date and time the call started 

Talk Time The amount of time the call connected. 

Trunk The trunk number the call was on. 

User The user associated with the call 

 

Advanced Options 

Account code The telephone system account code. 

ACD Path The ACD Path number. 

ACD Path Name The ACD Path name. 

Agent The agent id. 

Agent Group The agent group. 

Agent name The agent name. 

DNIS The DNIS value. 

Hunt group The name of the hunt group. 

Hunt group name The hunt group number. 

Notes The number of notes attached to the recording. 

Rating The star rating for this record. 

Scored Shows it the record been scored. 

Serial The recording serial number. 

Site The site the record is associated with. 



Softkey The softkey number. 

Softkey Name The softname key name. 

Speed Dial The speed dial information associated against the outside number of this call. 

 

Customer Options 

Field 1 This is custom tag field 1. 

Field 2 This is custom tag field 2. 

Field 3 This is custom tag field 3. 

Field 4 This is custom tag field 4. 

Field 5 This is custom tag field 5. 

 

Ordering Sorting 

The ordering of the grid can be changed by clicking on any of the column headings, by default the 
results are order by Answered time in descending order, i.e. the most recent calls first. You can see 
which order the results are currently in as the column that is used to order will have a  arrow to the 
right of the column  

Date Range 
 

Recordings > Date Range 

 

Overview 

The Date range option is used to filter the recordings grid based upon the Start Time of the call. When 
the recordings page is opened the date range will be automatically set to show calls that have started 
within the last 15 minutes. 

 

 

Date Range 

 

 

 

The drop down provides options for: 

 Today  
 Yesterday  
 This week  
 Last week  
 This month  
 Last month  
 Last 15 minutes  
 Last 30 minutes  
 Last hour  
 Custom 

http://callrecorder.xarios.com/help/default/Recordings.html


 

When Custom is selected then the start and end date ranges can be entered into the fields shown. 
Once the dates have been entered then click on the Apply button to update the recordings grid. 

 

Business Unit Filters 
Collapse All Expand All  

Recordings > Business Unit Filters 

Overview 

Business Units are used throughout the system to automatically group calls together based upon the 
area of the business that they are applied to. A User is associated with a specific agent or range of 
endpoints and any calls involved on those devices are tagged against the User. The User is then 
assigned to a Business Unit and any calls for the User become part of the Business Unit. 

See the Users & Business Units section for more details configuring Business Units. 

The filter window shows all the Business Units that the current User has permissions to access. If they 
do not have permission to view a Business Unit then this and any child units will not be displayed. 

See the Access Filters section for more details on configuring access permissions. 

 

Business Unit 

To filter the recording grid select an individual User or Business Unit, multiple items can be selected 
by holding the Ctrl or Shift key and clicking on each item. When they are selected the item will turn 
orange. After all the required items have been selected then click on the  icon in the filter window. 
The recordings grid will then update to show any calls that meet this filter criteria. To clear the filter 
click on the  icon in the filter window. 

 

When a filter is applied then word filtered will appear in orange at the top. 

To help in finding specific Users the filter window provides a search... option at the top. Typing a 
name will then provide a list of any matches and then clicking on the User will select this within the 
window. 

 

 

http://callrecorder.xarios.com/help/default/Recordings.html
http://callrecorder.xarios.com/help/default/Users%20&%20Business%20Units.html
http://callrecorder.xarios.com/help/default/Access%20Filters.html


Saved Filters 

Overview 

Filtering is used throughout the system to be able to do find calls and retrieve calls. Meta data against 
each call can be used to include or exclude the call and built into rules to enable complex conditions 
to be applied to the filter. If any custom tagging information has been associated with a call then this 
can also be used in the filters. 

Filters can be accessed from different locations on the system, including on the Recordings page 
under the Saved Filters section and on Workflow Filters page. 

The Meta data information for each filter is grouped onto different tabs to associated similar types of 
information. 

 Details  
 Basic  
 Advanced  
 Customer Details  
 Phrases  

 

Configuration 

Details  

The Details tab summarises the information that has been selected and provides options to name the 
filter and share this between other users. 

 

 

Filter Details 

Name: This is the description that is used to reference this filter in other parts of the system. 

Shared: This sets if the filter is made available for other users. If checked then other uses can view and 
update the filter if they have the "View shared filters" and "Modify shared filters" privilege on their 
assigned Security Profile. 

 
 
 
 
 
 

http://callrecorder.xarios.com/help/default/CustomTags.html
http://callrecorder.xarios.com/help/default/Recordings.html
http://callrecorder.xarios.com/help/default/Workflow%20Filters.html
http://callrecorder.xarios.com/help/default/Saved%20Filters.html#details
http://callrecorder.xarios.com/help/default/Saved%20Filters.html#basic
http://callrecorder.xarios.com/help/default/Saved%20Filters.html#advanced
http://callrecorder.xarios.com/help/default/Saved%20Filters.html#customer
http://callrecorder.xarios.com/help/default/Saved%20Filters.html#phrases
http://callrecorder.xarios.com/help/default/Security%20Profiles.html


Basic  

The Basic Tab shows the basic recording information that is normally available for each call. 

 

Basic Details 

Outside number: The outside number presented for this call. For inbound calls this is the caller ID and 
for outbound calls this is the dialled number. Wildcards can be used to generalise the search, for 
example 09%, any calls that have an outside number starting with 09 would be matched. 

Endpoints: A specific endpoint or range of endpoints. For multiple endpoints separate each one with a 
comma and for a range use a dash. For example 1001,1002-1008,1010. 

Endpoint name: The name configured against this endpoint. 

DDI: The direct dial number. 

Trunk: The trunk number that the call was connected on. 

Duration: The duration of time that the call was connected for. This requires a minimum and a 
maximum time to be used in the format of hh:mm:ss. 

 

Talk Time: The talk time that the call was connected for. This requires a minimum and a maximum 
time to be used in the format of hh:mm:ss. 

 

Ring Duration: The time that the call was ringing. This requires a minimum and a maximum time to be 
used in the format of hh:mm:ss. 

 

Call type: Was the call either inbound, outbound or internal. 

Call status: Is this call completed, in progress, recorded, not recorded or any of these. 

 

http://callrecorder.xarios.com/help/default/Wildcards.html


Advanced  

The Advanced Tab shows more detailed information and some information may not be available for 
all calls. 

 

Advanced Details 

Agent IDs: A specific agent id or range of agent ids. For multiple agents separate each one with a 
comma and for a range use a dash. For example 1001,1002-1008,1010. 

Agent name: The name configured against this agent id. 

Hunt group name: The name configured against this hunt group. 

Hunt group number: A specific hunt group or range of hunt groups. For multiple hunt groups separate 
each one with a comma and for a range use a dash. For example 2001,2003-1005,2013. 

Speed dial name: The speed dial name associated with the outside number. 

ACD Path: The ACD Path number for this call. 

ACD Path Name: The ACD Path name that is associated with this ACD path in the Mitel Telephone 
Directory. 

Account code: The account code entered against this call. 

DNIS: The name associated with the direct dial number. 

Notes: Selects records that have had notes attached or if the notes contain specific words. 

 

Serial: The unique serial number of a specific recording. 

Scoring: Selects records that have either been scored or un-scored. 

 

 



Rating: The rating level that has been applied to the call. 

 

Softkey: The Softkey number that was dialled. 

Softkey Name: The name that is associated with this Softkey. 

 

Customer Details  

The Customer Details tab enables the Custom Tags information to be used. 

 

Customer Details 

The names shown in this example are what has been configured on the Custom Tags section. 

 

Custom Tags 

 

 
Phrases  

The Phrases tab enables specific phrases to be used to filter. For more information see the Speech 
Analytics section. 

 

 

Using this option will increase the time taken to perform the searche. The Max speech analysis 

records option on the Website section will control the maximum amount of individual recordings 

that will be searched. To keep the search times responsive try to be as specific as possible with the 

other filter options to reduce the amount of resources needed to perform the search. 
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Up to 5 separate phrases can be entered and searched for. There are options to combine these 
phrases, including: 

 Contains all  
o All phrases must exist within the calls  

 Contains one or more  
o At least one phrase must exist within the calls  

 Doesn’t contain all  
o None of the phrases must be within the calls  

 Doesn’t contain one or more  
o If at least one of the phrases does not exists within the calls  

The Confidence value determines the minimum threshold that a phrase will be classified as existing 
within a call. 

 
Wildcards 

The use of wildcards within the text boxes for a Filter enables the use of complex filter strings. The 
following wildcards are supported: 

Wildcard Description 

Exclamation mark (!) Not equal to 

Percent (%) Fuzzy matching (equivalent to a SQL LIKE %) 

Plus sign (+) Greater than or equal 

Hyphen (-) Less than or equal or delimits a ranges of values to match 

The example below shows what would be matched when this is entered into the Endpoint field: 

 1000-1005,!1003,1040,18%5,2000+ 

Matching endpoints: 1000, 1001, 1002, 1004, 1005, 1040, any that start with 18 and end with a 5, any 
with a value greater or equal to 2000. 

 

Additional Filters 

Overview 

When ad hoc searching is used to try and find a specific call the Additional Filters option can be used 
to do this. This enables specific Meta data of the call to be used to filter the recording grid just by 
entering this into the appropriate field without having to create a Saved Filter. 

 

Additional Filters 

 

http://callrecorder.xarios.com/help/default/Saved%20Filters.html
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The list of Meta data fields that are shown can be changed by using the  icon. For a complete list of 
the fields available see the Recordings Grid section. 

 

Adding meta data fields 

To filter the recording grid enter a value into the appropriate field then click on the  icon in the 
filter window. The recordings grid will then update to show any calls that meet this filter criteria. To 
clear the filter click on the  icon in the filter window. 

 

Reporting 

Overview 

Reporting features are available on the system from the Reporting section. This can be accessed from 
the Reporting option on the navigation bar. 

The feature provides historical reports on calls, categories, call scoring activity and activity on the 
system via the audit trail. Depending on the type of report that is selected different options are 
available for filtering the results. 

The following reports are currently available: 

 AuditTrail  
 Call Reports  

o Call Categories By Month  
o Call Categories Month Summary  
o Calls by Outside Number  
o Calls by Trunk  
o Lost Calls  
o Unreturned Lost Calls  

 Call Scoring  
o Scoring - Agent Overview  
o Scoring - Examiner Overview  
o Scoring - Scores Summary  
o Scoring - Year Overview  

Once a report has been run it can then be saved to a PDF, Microsoft Word (doc) or Microsoft Excel 
(xls) format. 

 
 
 
 
 
 
 
 
 

http://callrecorder.xarios.com/help/default/Recordings%20Grid.html


Folders 

Overview 

Folders provide a way to manage the storage of documents, URLs and links to specific call recordings. 
How the items are stored can be controlled by the user by creating their own sub folders and adding 
comments to indicate the reason and use of the item. Folders can be private to the user or they can 
configure them to be shared so other users can access the contents of the folder. Favourite links to 
call recordings can be stored so that frequently accessed calls can be accessed easily. 

The use of folders can be beneficial for training by linking to or uploaded process documents on how 
to handle specific types of calls, and then specific examples of "good" and "bad" calls can be 
referenced to show how it should be done. 

 

 

Configuration 

The Folders section is accessed from the Folders link on the navigation bar. 

To create a new folder: 

1. See the Creating Folders section. 

To create a new file: 

1. See the Creating Files section. 

To create a link to a call recording: 

1. See the Creating Recording Links section. 

 

Creating Folders 

To create a folder: 

1. Select the root folder to create the new folder in from the list in My Folders on the left hand side. 
Once selected the root folder will display in orange and the new folder will be created beneath this 
folder. 

2. Select the New Folder button. 

3. Enter a Name for the folder in the name field. 

4. To make this folder and its contents available to all users check the Shared option. 

5. Click Save 
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Creating Files 

To create a new link to a file or upload a file: 

1. Select the New File button. 

2. Enter a Name for this file to reference it by and display to the users. 

3. To upload a file select the Upload option. 

a. Use the Browse button to select the file to upload. 

 

When a user accesses this file they will need to have a valid application associated with the type of 

file uploaded to be able to view the file. 

4. To link to an external file or website select the URL options. 

a. Enter a URL to the file in the format "\\server\folder\myfile.doc", or enter a hyper link in the 
formathttp://www.xarios.com. 

5. Click on Save. 

 

The user is responsible for the contents and types of files uploaded. They should meet any 

company policies and be virus scanned before been uploaded. 

 

Creating Recording Links 

To create a new link to a call recording: 

1. From the Recordings screen find and open the recording to add. 

2. Click on the playback start menu button to show the menu. 

  

 

3. Select Add to folder, to display the list of the users folders. 

http://www.xarios.com/
http://callrecorder.xarios.com/help/default/Recordings.html


4. Select the folder to add the link to. 

5. Enter a Name for this recording to reference it by and display to the users. 

6. Click Ok. 

 

 

PCI Compliance 

Overview 

There are several options available that can help in becoming PCI-DSS compliant. They provide the 
ability to either automatically or manually mute the audio on the call recording when a user is taking 
sensitive card payment details over the phone and then unmute when complete. 

The process can be controlled using the following options: 

1. If the card payment process if performed by the user with a web browser then the Xarios 
Communicator Browser Plugin can be used. This is able to detect when a specific web page is open 
and then mute the call then when the page is closed the call is unmuted. See the Web Browser 
Plugin section for more details. 

2. There is a REST Webservice API that can be embedded within the payment application that can be 
used to control when to mute and unmute. See the Communications Gateway section for more 
details. 

3. DTMF tones can be be entered during the call that can control when to mute and unmute. See 
the DTMF Mute & Unmute section for more details. 

4. Xarios also provide IVR solutions that can be used to automate the card payment collection and 
remove the agent from the process. Contact sales@xarios.com for more details. 

  

When a call is muted this is shown on the time line in the recording playback with a flat line as shown. 
There are also time line events at the start and end of the mute section (shown as  for when muted, 
and  for when unmuted) to indicate when this has taken place. 
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DTMF Mute & Unmute 

Overview 

The system can be configured to pause the recording of a call when a sequence of DTMF digits is 
entered by the user on the telephone handset. A second sequence can then be entered to resume 
recording. This can be useful for compliance purposes if your staff are taking credit card payments for 
example.  

  

 

 

Licensing: This requires Compliance Licenses 

The recommended approach is to use a combination of tones, for example *123, as this will reduce 
the chance of this being activated when navigating though systems that require DTMF tone input. 

 

If SIP trunks are been used then see the SIP Advanced Configuration -> DTMF Configuration section. 

 Configuration 

To configure the pause and resume DTMF feature: 

1. Access the PCI Compliance -> DTMF Pause & Resume configuration section. 

2. Enter the sequence of digits to use for pausing a call in the Pause DTMF section. 

3. Enter the sequence of digits to use to resume recording a call in the Resume DTMF section. 
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